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AS BUSINESSES ARE REIMAGINING
THEIR APPROACH TO CYBERSECURITY,
HOW DOES THAT TRANSLATE INTO
EMPLOYABLE SKILLS?

Technology procurement/shadow IT
Use of cloud computing
Classification/prioritization of data
Use of mobile devices

Data ownership

Use of social media

Data warehouses

Point of sale systems

Business continuity/disaster recovery
Employee exit procedure

Partner/supplier relationships

Network analytics

Software-defined microsegmentation
Multi-factor authentication

Cloud workload governance

Identity and access management software
Formal continuous improvement process
Corporate device management

Least-privilege access

Focus areas for risk analysis

49% * Risk management is becoming the primary

4% driver for cybersecurity strategy.
[ A1%] * Risk analysis covers many different topics,
so companies are looking for skills in both
risk assessment and system fundamentals.
» Enabling companies to get a better
understanding of the risks involved
with each technology component.

31%
[ 29% |

Elements of zero trust

[ 43%] « At a process level, companies are moving
A% | toward a zero trust architecture.
- A% « Zero trust involves many different practices, so
38% candidates need an understanding of zero trust
38% principles along with individual initiatives that
v contribute to a zero trust cybersecurity approach.

Source: CompTIA State of Cybersecurity 2024
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Skills companies want to improve

Application security

Knowledge of threat landscape
Network/infrastructure security
Access controlf/identity management

Data security

Regulatory landscape
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Data analysis 8% ]

m Significant Improvement Needed ® Moderate Improvement Needed ® Don't Know

Daily operations have become significantly more complex than simply configuring
a firewall and installing antivirus. Companies are forming teams of cybersecurity

specialists across different focus areas, and a broad knowledge of cybersecurity
practices is essential for early-career employees hoping to advance.

Why add CompTIA Security+ to your training program?

* More job roles use CompTIA Security+ for baseline cybersecurity skills than any other
certification in the industry.

* The updated Security+ embraces the latest trends to meet industry demands including,
zero trust, risk management & hybrid environments.

» Security+ is the only ISO/ANSI-accredited early career cybersecurity certification with
hands-on, performance-based questions

The Demand for Cybersecurity Pros Is Rising:
Set Your Learners Up for Success With CompTIA Security+

PaI‘tners.compTlA.OI"g/Security Source: CompTIA State of Cybersecurity 2024
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