


Cybersecurity: 
It’s Not Just IT.
Defining the Industry



in·dus·try
▪ An activity or domain in which a great deal of time or effort is expended.

– Synonyms: business, trade, field

▪ Hard work

– Synonyms: activity, diligence, application, dedication

Industry



Sari Greene 
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Cybersecurity Professionals
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It’s Not Just About IT
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Tug of War
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Convergence

Education



Traditional Information Security



What’s Changed
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Disappearing Walls and Borders
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Ubiquitous Connectivity
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The core of cybersecurity is 

understanding local and global threats

and 

managing risk.

Fundamentals
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Adversaries

Hacker / 
Script Kiddies Organized 

Crime Hacktivist
Nation States

Insiders
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Creativity
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Close to 90% of Fortune 500 value is 
intellectual property and other intangibles 

such as brand reputation.

Value
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Impact

Successful cyber exploits (malicious or unintentional) can irreparably damage reputation, are costly, may have 

legal implications, and often have downstream victim consequences such as violation of individual privacy and 

security or job loss.
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Cybersecurity Visibility

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwit5cG_j77LAhXFGT4KHS3TA_YQjRwIBw&url=http://directsellingnews.com/index.php/view/dsa_nominates_industry_execs_to_board_of_directors&bvm=bv.116636494,d.cWw&psig=AFQjCNE1I2BAPYhzwq7VHOl6J2sXUnmUeA&ust=1457974245990815
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1. Directors need to understand and approach cybersecurity as a enterprise-wide risk 
management issue, not just an IT issue.

2. Directors should understand the legal implications of cyber risk as they relate to the 
companies specific circumstances.

3. Boards should have adequate access to cybersecurity expertise and discussions about 
cyber risk management should be given regular and adequate time on board meeting 
agenda’s.

4. Directors should set expectation that management will establish a enterprise wide 
cyber-risk management  framework with adequate staffing and budget.

5. Board-management discussions about cyber risk should include identification of which 
risks to avoid, which to accept, and which to mitigate or transfer through insurance as 
well as specific plans associated with each approach.

NACD Cybersecurity Principles for Directors



20

Connect the Dots
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Power
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Essential

Communicate and Collaborate

Skill and Insight

How and Why



Board of Directors Meeting

August 3, 2017



“Briefing”

Plain language

Relevant 

Topical 

Concise

Version 2



Stewardship

The responsible overseeing and 

protection of something considered 

worth caring for and preserving.

Cyber



1. Stop using the term IT security.

2. Focus on the mission.

3. Speak the language of business (or at least, plain language).

4. Learn from the DevOps experience.

Action Plan
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.

Sing Along - to the tune of Frère Jacques

Cyber secure, cyber secure, yes we are, yes we are
Focused on the mission, focused on the mission, every day, every day

Cyber tough, cyber tough, yes we are, yes we are
Defeating attackers, defeating attackers, every day, every day

Cyber strong, cyber strong, yes we are, yes we are
Working together, working together, every day, every day

Cyber Anthem

http://www.mamalisa.com/mp3/jacques.mp3


Thank you

e: sari@sarigreenegroup.com
t: @sari_greene
l: linkedin.com/in/sarigreene
w: www.sarigreenegroup.com


