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Modeling human reasoning.
Enhancing human performance.
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- THE FUTURE THREAT LANDSCAPE




The Tactical Battlefield of 2050

* Augmented humans
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* Automated decision making and autonomous processes
* Misinformation as a weapon
* Micro-targeting

* Large-scale self-organization and
collective decision making

Visualizing the Tactical Ground Battlefield in
the Year 2050: Workshop Report

* Cognitive modeling of the opponent LR

* Ability to understand and cope in a
contested, imperfect, information
environment




Threatcasting
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http://threatcasting.com/
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A SCIENCE FICTION PROTOTYPE
WRITTEN: BRIAN DAVID JOHNSON ] ,,.;“7’

ILLUSTRATION: SANDY WINKELMAN
BROUGHT TO YOU BY: CHILL

A state sponsored terror group aims to attack
New York and destabilize the United States,
targeting the ports and critical supply chains...
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pp ain, a terror group gains access to interna FROM: FUNDS@UUSBANK.COM
proprieta e ke PSRN . DATE: MONDAY NOVEMBER 8, 2027 6:34AM ET
- o @ Wedrie e i T0: ACCOUNTS@WEAVERANDSONS.COM U
L . Zf;gii ] Lo SUBJECT:  URGENT: ACCOUNT VERIFICATION NEEDED

2 Dear Account Holder,
FAST SHIPPING'& MOVING

TAOCOR SYSTEM TECHNOLOGIES . .
| We are contacting you to verify your account

87 _555-08 with us. There is a pending funds transfer set
to expire at 8:00 am ET today. =
| PPING & MOVIN . : J
~ — SUPPLIES . If you fail to verify your account at the link

below the funds will be returned. N

*MONEY TRANSFER .
I

Thank you for your help in this matter.

Respectfully,
Joshua Bowman N~
Accounts Department -




A WEAKNESS IS DISCOVERED

Now with access to internal supply chain networks

and using artificial intelligence (Al) agents to crawl message
boards, the terror group discovers the Taucor Detectr 400, a
gaseous ionization detector used to inspect cargo. The
scanners are prone to malfunction and critical repair parts
come from limited suppliers mostly outside the US.
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Tellit

Taocor Again!! Grrrr. Shoddy Parts
somehow my problem??? Try printin
local?!?

With a knowledge of a weakness the Al agents scour public
social media feeds and find Bill Morgan, an inspector at the
Red Hook, NY port. Two months prior he posted a complaint
about the faulty Taucor scanners. Little does Bill know but he’s
now an informant inside the port.

THE NEXT WEEK IT HAPPENS...
pI T T

L
4 22251 K

Do Tellit
B8 @Bill M

Preparing for the attack, the
terror group uses the dark web

tobuy a bot-net that fargets Taocor Again!!! Stupid scanners.

loT devices, hijacking them
without their owners knowing.

Long night for me.

Ldd |

When Bill Morgan complains again the

terror group is ready, they know a
window of opportunity has opened.
The attack is launched...
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PART TWO: TUESDAY A

Across the greater New York City, area the bot-net takes ‘@
over home loT devices, placing orders for milk and fresh fruit g
before they are needed. Their owners never suspect.
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The automated supply chain snaps into action. Local
drones deliver the orders but quickly supplies run low.

Automated trucks roll out, prioritizing the
perishable goods, clogging the roads and bridges.
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The city sees massive casualties...
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PART THREE: TWO DAYS AFTER TUESDAY
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Concerns
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Understanding the context is essential

* War on reality: the weaponization of data
* Blended attacks

* Micro-targeting

* Efficiency is easy to hack

* Complex autonomous systems
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- SYNTHETIC TEAMMATES




Partial Artificial Intelligence Taxonomy
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Artificial
Intelligence

Machine Learning Cognitive Modeling
Non-Symbollc Symbolic Al
F . Probabilistic Learning Semantic Episodic Production
uzzy Logic )
Methods Theory Networks Reasoning Systems
Bayesian Markov
) Networks Processes .
Evolunongry Neural Decision Trees First O.rder
Computation Hidden Networks Logic
Markov
Models
Genetic Swarm Feed Forward Convolutional
Algorithms Algorithms Neural Networks Neural Networks

Recurrent
Neural Networks




(Oversimplifying) Artificial Intelligence
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S THE 2 SYSTEMS

System 1 (Fast Thinking) System 2 (Slow Thinking)

Used for specific
problems, only if
necessary

Continuously scans
our environment.

Takes effort to analyze,
reason, solve complex
problems, exercise
self-control

Fast but error-prone

@0

Works automatically
& effortlessly via
shortcuts, impulses §
and intuition.

Slow but reliable

@006

Analogous to Analogous to
Machine Learning Cognitive Modeling

Source, Fair use, https://en.wikipedia.org/w/index.php?curid=36632393,
https://readingraphics.com/book-summary-thinking-fast-and-slow/




Autonomous Agents
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: Sense

| earn

8

Think

Act
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System 1

MACHINE LEARNING

17



Machine Learning

External agent validates
results during training phase
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Sense Filter Extract Classify
Data Noise Features Sample @

7

Production (trained) system
outputs results to other systems




Adversarial Machine Learning
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Original image Tiny adversarial Imperceptibly modified
classified as a panda perturbation image classified as a
with 60% confidence gibbon with 99%

confidence

This is a gibbon

29
Source, Fair use, http://www.kdnuggets.com/2015/07/deep-learning-adversarial-examples-misconceptions.html,
https://www.ippl.org/gibbon/wp-content/uploads/2010/09/peppyaction-269x300.jpg




Adversarial Machine Learning
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Malware e A Malware

Original image | Tiny adversarial Imperceptibly modified
classified as malware perturbation file classified as
with 60% confidence whitelisted software

with 99% confidence

Source, Fair use, http://www.kdnuggets.com/2015/07/deep-learning-adversarial-examples-misconceptions.html,
https://stixproject.github.io/documentation/idioms/maec-malware/
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Towards a Solution

Explainable AI — What Are We Trying To Do?

* Why did you do that?

=EE -8
g 71 =N i’ * Why not something else?
ERETE.
Tml NES Learning This is a cat + When do you succeed?
EEoHEE (p=.93) * When do you fail?
HMA~E Y Process y
Qﬂﬂn * When can | trust you?
N nifors 3 Ohe e * How do | correct an error?
LEEREL
Training Learned Output User with
Data Function a Task
— * | understand why
N -, S Thisis a cat: * | understand why not
ew .l / ,l *Ithas fur, whiskers, ¢ | know when you’ll succeed
Learning /& oy /% oy | andclaws. -
SRRy 5 FEELE FEEE | -tthas this feature: * | know when you'll fail
; T IS &b db ¢ ~a \ * | know when to trust you
HEsas0r rocess 2348, 13. 5.
Atrr b | P o By e
Training Explainable Explanation User with
Data Model Interface a Task

Distribution Statement "A" (Approved for Public Release, Distribution Unlimited) 3
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System 2

COGNITIVE MODELING

22



Towards a Common Model of TTPs
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Procedures:
Techniques:
Tactics:

the algorithmic, atomic unit of cyberspace operations
unigue ways to perform procedures

directed subgraphs of procedures with one or more goals
as their terminal nodes



Towards a Common Model of TTPs

PhlShlng o — \ Either technique Goal
Embed
payload
in Word
file
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Prepare
exploit

CVE-2012
-0158

Embed
payload
in Excel
file

Send
email with
attached
file

User
opens

infected

file

Get email
address

A

—_— e s — =

Write
compelling
email

Procedures: the algorithmic, atomic unit of cyberspace operations
Techniques: unique ways to perform procedures

Tactics: directed subgraphs of procedures with one or more goals
as their terminal nodes




Towards Common Models of Threat Actors

Partial model of APT28 (Fancy Bear) during Operation Pawn Storm
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Provision Compose CDmDD.Se Send email
-~ . email with .

malicious malicious malicious with

website webpage hyperlink hyperlink

Compose
decoy
Excel file

Embed

CVE-2012-
0158
exploit &
dropper
i’::;;e Compose Embed Configure Attach CZTHZ?ISG Senvc\imehmawl User opens
. . decoy RTF downloader downloader malicious . . P -
engineering (Word) file in decoy file in decoy file file to email referring to malicious malicious file
theme decoy file attachment

Compose Provision
decoy MHT dEr:';bE:r C2 infra-
(Word) file PP

structure




S Simulated Cognitive Cyber Red-team Attack Model
Ll
— B \
o |
g SCZRAM ﬁctgrl .
rU_’_I Command & Control
J Cyberspace

Cognitive

Agent Sltuatlon Reports

Human
Controller

ch

G = Py =

Intent-Command

Resource
Translation Store

Event Layer

1011010 CyberActionsi
, .
Hacking ‘ bR \ C—)

Network Under Test
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SC2RAM Graphical User Interface

Plan

Execute

Review

Config

Possess Information

Possess Infoermation on System

Possess Information Using System Access

Possess Information Using Filesystem Access

Possess File Contents on Host  Maintain Access to System@

@Select System Access Methddieve Access To System®

Use Mahvare Acoess Method @

Inject Malvare Client@®

Use Phishing Injection Method @

@ Select Phisbisg Frathing Delbery Mgtieod ®

Maintain Access to System@®

Goal Display Name Inject Malware Client
Goal Name inject-malware-client

@ Select System Access Mettiede Access To System@® Manage Access

Use Matware Access Method @ PPN Description Description goes here...
Type achieve

Inject Malvware Client® Enable Mahvare®  Recon SystemPind Status complete
Use Phishing Injection Method SEEhBirskem with Mahvare® Use Mahvare Propagation Method
Enable Mahware @ @ Select PUishifhibhahg Afée Bk by Mg ‘@run-botnet-single-scan
@ start-botnet @ Create [Rhismi#il ddoriband Link

@ Select Email Rnishing EbtengicienhRitating Target

@ Create MalPhish Ddthnhad <

@ Select P

ontent

« clientattacker-agent pause
« IRC:attacker-agent unpause
« IRC:attacker-agent stop

HexChat: alex @ scram / #scram - O X

HexChat View Server Settings Window Help

v {2 mvnet 0 ops, 2 tetal
@ ~ alex
[14:19:59] *|caserver
(Kitteh@Clk-15734937) c4server

has joined
[14:21:48] c4server|attacker-agent pause
[14:22:18] alex|attacker-agent
unpause

[14:22:18] cdserver|attacker-agent
unpause

[14:22:38] alex|attacker-agent stop
[14:22:30] c4server|attacker-agent stop m Clear

alex |




Network Attack Visualization

€« C | ® localhost:2859/views/observatory.html#/soartech/sc2ram w9 e

——[Aacker]
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Ground truth
Activity trace -

Service JUR— gbuntn 1810
// Linx
/ o 2
192.168.90-102
est -~ N

Network layer

Host

compromised
B  discovered

| targeted

Developed by IHMC for SC2RAM




I
QO
s
X
@)
(&)
'
L

Using Synthetic Attackers for Cybersecurity

Event
Store

Machine
Learning

3

Attack Models

(A2

—

Attack
Chains

Cognitive == “ - |
Agent Ty

: g Prioritized

Events &

Recommendations

Asset Inventory



Autonomous Hunt Teammate

Threat Intel Feeds Other Feeds Internal Models

2

Social
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Attacks

Internal Sensors

- :
> Hypothesis
: Generator
p Hypothesis >
' Evaluation

) g

Learning Module
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WORKFORCE DEVELOPMENT




Workforce Pipeline
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Access Employ Develop Retain




What Are We Looking For?

I
QO
s
(a'd
<C
@)
(&)
r
L

Source, fair use: http://host.madison.com/ct

Access | Employ | Develop | Retain




Why?
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Source, fair use: http://dailymail.co.uk

Access | Employ | Develop | Retain




Key Hiring Trends in Cybersecurity

Companies are seeking certified candidates

- 35% of positions required a certification
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Companies are seeking educated candidates

- 80% of positions require a Bachelor’s degree

Hands-on skills are more valuable than managerial ones
- Lead Software Developer average salary: S 233,333
- Chief Security Officer average salary: $ 225,000

Openings are harder to fill

- Cybersecurity openings remain open 8% longer than IT ones

- Security clearances or financial sector experience is even harder to fill

Next-generation gap

- Younger generation is not as interested in cybersecurity, particularly women

Access Employ | Develop ' Retain




Developing the Cybersecurity Workforce
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Access Employ | Develop = Retain




Developing the Cybersecurity Workforce
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Cybersecurity Career
Pathway Recommendation

} Enter where it makes sense for you.

Consider your experience and existing
certifications or course of study.

/-\- .o Secunty+

Network+

IT
Fundamentals

\EW #securelT

Source, fair use: https://certification.comptia.org

Access | Employ = Develop | Retain




Retention
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PEF g\;eau

Access Employ ' Develop @ Retain




Most Importantly...

SN
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o MOTIVATION ADVICE -
ﬁr o —3 \»—L %
TRAINING)/

SUCCESS

SUPPORT COACHING

Source: https://www.123rf.com/profile_garagestock

Access Employ | Develop = Retain
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SOARTECH

Modeling human reasoning.
Enhancing human performance.

fernando.maymi@soartech.com



