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CompTIA PenTest+
PenTest+ is a cybersecurity certification for professionals charged with testing an enterprise’s
cybersecurity readiness.
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Why choose the CompTIA Pentest+ certification?
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Boost your career with relevant, Validate your cybersecurity skills
iIn-demand skills
PenTest+ is the most comprehensive exam covering all Prove you know the latest techniques by demonstrating the most
penetration testing stages. It covers hands-on inventory, relevant penetration testing skills for the cloud, hybrid
scanning and analysis, as well as planning, scoping, and environments, web applications, Internet of Things (IoT), and more.
managing weaknesses.
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Gain hands-on experience across Build your credibility
multiple environments
Unlike other penetration testing exams that only cover a portion Earning your PenTest+ certification proves you have the most up to
of stages with essay questions, PenTest+ uses both date penetration testing and security consultant skills, taking
performance-based and knowledge-based questions to ensure all your penetration testing knowledge to the next level.
stages are addressed. This allows successful candidates to
demonstrate competency of current trends.
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[Organization name] is proud to be a CompTIA authorized partner. Take the next step in your

tech career with a PenTest+ certification.

[Enter editable copy here. E.g. how the certification can help candidates advance in the specific organization, why get

certified with this partner, any other personalized info]



Take the next step into an

exciting tech career with
CompTIA PenTest+

PenTest+ focuses on intermediate to
advanced technologies and skills tech
pros need to evolve in their careers.

Learner outcomes
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Demonstrate Proveknowledge of the Perform hands-on tasks
fomgetency of current latest technlques CompTIA PenTest+ requires a candidate
rends CompTIA PenTest+ is the only product to demonstrate key pen testing skills for
Unlike other penetration testing exams on the market covering artificial all attack surfaces, including the cloud,
that only cover a portion of stages, intelligence (A'), hands-on inventory, web apps, APIs, loT, on-premises and
CompTIA PenTest+ uses both scanning and analysis, attacks, lateral hybrid network environments.
performance-based and knowledge- movement, as well as planning, scoping,
based questions to ensure all stages are and vulnerability management.
mastered.
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Successful PenTest+ candidates will be able to: 267%
@ Plan, scope, and perform information gathering as part of a penetration test
is how much higher the projected
@ Perform attacks that are aligned to and fulfill legal and compliance 10-year national growth rate for
requirements security professionals is projected
to be over the national average’
@ Perform each phase of a penetration test using and modifying appropriate tools
and using the appropriate tactics, techniques, and procedures - /
o Analyze the results of each phase of a penetration test to develop a written ([ )
report, effectively communicate findings to stakeholders, and provide
practical recommendations 130' 400
-
job postings by employers seeking
( Security Analysts and Engineers
. . including Penetration Testers in
PenTest+ maps to the following job roles: the US during the 12-month period
through August 20242
Primary Secondary - /
s ™
@ Penetration Tester @ Cloud Penetration Tester
@ Security Consultant @ Web App Penetration Tester $1 31 970
@ Cloud Security Specialist !
® Network & Security Specialist Is the advertised median annual
Inf . S itv Enai salary for Penetration Testers in
@ Information Security Engineer the US?
@ Vulnerability Analyst
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Get in touch to learn more

[Enter organization specific FAQ copy, contact info, or learn more info]

1. Source: CompTIA State of the Tech Workforce 2024

2. Source: Lightcast US active job postings September 2023 - August 2024

3. Source: CompTIA analysis of Lightcast US active job postings for security architects, Sep 2023 — Aug 2024 data



